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PROPRIETARY TRADE SECRETS AND DUE PROCESS RIGHTS OF THIRD PARTY IMPORTERS 

MUST BE PROTECTED 

 

CBP Must Not Provide Rights Holders With Product Samples Until And Unless The Importer Has An 

Opportunity To Prove Authenticity and/or Redact Product Distribution Codes 

                
 

1. Product Distribution Codes contain highly sensitive and confidential information, protected 
under the Privacy Act and Trade Secret Protections.  It is well known that consumer products are often 
coded with visible and invisible Distribution Codes to track product distribution. 

 

2. Distribution of coded samples to IP owners is disclosure of confidential business information to a 
competitor.   

 Distribution Codes are different than, for example, Batch Codes which are useful for product recalls.    

 Distribution Codes, which cannot be understood by consumers and may not even be seen except under 
ultraviolet or infrared light, are clearly not necessary or useful for recall or anti-counterfeiting purposes.    

 Distribution Codes can be easily copied by counterfeiters and are similarly useless for purposes of 
confirming product authenticity 

 

3. If products with Distribution Codes are provided to third parties (i.e. parties not involved in the 
importation of the goods), the information can be and has been used to control downstream 
distribution and retail prices, actions which may violate US law. Accordingly, any law which permits 
CBP to provide samples of goods to third parties with those codes intact and before those goods are released 
into the commerce creates a substantial risk that sensitive commercial information will be revealed to 
competitors.   
 

 This empowers CBP inspectors to trigger a killing blow to lawful parallel market Importers based upon a 
mere suspicion of a CBP inspector that goods are counterfeit.  

 It deprives Importers of due process and of any opportunity to protect their commercial information and 
relationships.  

 It conflicts with the written recommendations of the IPEC to safeguard confidential information in any new 
initiatives to provide coded samples and  

 It conflicts with the public vote of COAC not to pursue this change in law. 

 No effort has been made to protect against unauthorized use or disclosure of proprietary importer 
information to destroy competition in the U.S. marketplace 

 No undertaking is posted, or sworn affirmation required to assure that the IP owner will safeguard 
confidentiality under penalty of law or compensate importer for consequential damages which from flow 
from damaging disclosure 
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4. Earlier disclosure of samples can be authorized if statutory safeguards are also adopted.  AFTA 
appreciates that rights holders and CBP may believe that the need to disclose product samples of allegedly 
infringing goods prior to detention is helpful to their making an accurate determination whether the goods are 
counterfeit.  However, it is critical that CBP not prematurely or inappropriately disclose confidential 
commercial information to third party commercial competitors in contravention of existing law and/or 
without simultaneously implementing protections against unlawful reliance upon such information to the 
detriment of lawful third party importers and their suppliers.   
 

 CBP should not provide coded samples, or transactional and supply chain information, to rights holders until 
the importer of the shipment in question has had an opportunity to prove the products are genuine (i.e. 
manufactured under authority or license of the U.S. rights holder) and/or until after consultation with an 
independent testing company on a confidential basis. 

 CBP should establish a program under which IP owners provide the information and tools necessary for CBP to 
determine authenticity of coded samples without providing samples to the IP owner. 

 Should CBP decide that certain disclosure of what would otherwise be considered protectable trade secrets is 
appropriate as a means of facilitating entry of non-infringing articles, rights holders should declare and 
warrant that such information will not be further disclosed to third parties or relied upon for any purpose 
other than determination of authenticity of the goods, failing which any resulting liability and damages will be 
assumed and born solely by such rights holder or its surety. 

 

The Article on the following pages is reprinted from the June 2011 edition of “American Shipper”  
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